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List of Restricted, Prohibited Industries and Jurisdictions 

CA Payments is unable to provide services to businesses operating in the following industries or to entities connected 
to the listed restricted jurisdictions.  

This list is reviewed regularly and updated in line with regulatory requirements. 

Prohibited Business Types & Industries 

CA Payments has assessed the following business types and industries as high risk and does not provide services to 
Clients engaged in, directly or indirectly, any of the activities listed below.   

• Adult services and entertainment

• Aerospace and defence

• Carbon credits

• Charities

• Civic, human rights, conservation, political organisations

• Shell banks / shell companies

• Counterfeit goods (unauthorised sale of designer and/or brand products)

• Drug paraphernalia

• Unlicensed internet gambling

• Illegal products or services (counterfeit products, stolen goods, deceptive goods/services, slavery, body 
parts)

• General high-risk activities, including crowd funding, pyramid and Ponzi Schemes, multi-level marketing,  
and deceptive marketing

• Religious organisation

• Sale of illegally imported or exported goods

• Unauthorised re-sale of luxury goods, including watch traders

• Unregulated banks and financial institutions

• Weapons manufacturing or ammunition

• Weapons of mass destruction, including parts 
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Restricted Jurisdictions 

CA Payments is unable to provide services to entities incorporated, registered, or operating in a restricted 
jurisdiction, provide services to entities whose Ultimate Beneficial Owners (UBOs) are located in a restricted 
jurisdiction, or send or receive funds to or from a restricted jurisdiction.  

• Abkhazia

• Afghanistan

• Albania

• Angola

• Belarus

• Bosnia and Herzegovina

• Burundi

• Central African Republic

• Colombia

• Cuba

• Democratic People’s Republic of Korea
(North Korea)

• Democratic Republic of the Congo

• Eritrea

• Ethiopia

• Guinea

• Guinea-Bissau

• Haiti

• Iran

• Iraq

• Ivory Coast (Côte d'Ivoire)

• Kosovo

• Lebanon

• Liberia

• Libya

• Mali

• Myanmar (Burma)

• Nagorno-Karabakh

• Nicaragua

• North Macedonia

• Northern Cyprus

• Pakistan

• Russia

• Sahrawi Arab Democratic Republic

• Serbia

• Sierra Leone

• Somalia

• Somaliland

• South Ossetia

• South Sudan

• Sudan

• Syria

• Ukraine (Occupied territories)

• Venezuela

• Yemen

• Zimbabwe

This document is provided for Client reference. CA Payments’ restricted jurisdiction list is maintained and updated to 
reflect changes in applicable regulations and requirements of our banking and compliance partners. 




